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Relevant Philippine Laws

» Republic Act No. 4200 or the Anti-Wire Tapping Law

» Republic Act No. 8484 or Access Devices Regulation Act of 1998

» Republic Act No. 8782 or Electronic Commerce Act of 2000

» Republic Act No. 9208 or Anti-Trafficking in Persons Act of 2003

» Republic Act No. 9775 or Anti-Child Pornography Act of 2009

» Republic Act No. 9995 or Anti-Photo and Video Voyeurism Act of 2009
» Republic Act No. 10175 or Cybercrime Prevention Act of 2012

Recent Development: On December 2016, the Instrument of Accession to the Budapest
Convention on Cybercrime was signed by President Rodrigo R. Duterte.

On 19 February 2018, the Senate issued a Resolution signifying its concurrence to the
accession and the signed Instrument of Accession will be deposited by the DFA-OLA to the
Secretary General of the Council of Europe.



What is Electronic Evidence?

e The “definition” in the Council of

Europe Guide is: “Any information
generated, stored or transmitted in
digital form that may Ilater be
needed to prove or disprove a fact
disputed in legal proceedings”.

Hence, these are evidence used in
judicial proceedings that emanates
from electronic devices such as
computers and its peripheral
devices, computer networks, mobile
telephones, digital cameras, other
mobile devices including data
storage devices as well as from the
Internet are all forms of electronic
evidence.

“EIl e c doac mimadfets 'to information or the
reﬁresentation of information, data, figures, symbols or
other modes of written expression, described or
however represented, by which a right is established or
an obligation extinguished, or by which a fact may be
proved and affirmed, which is received, recorded,
transmitted, stored, processed, retrieved or produced
eIectronicaIiy. It includes digitalfy signed documents and
any print-out or output, readable by sight or other
means, which accurately reflects the electronic data
message or electronic document. For purposes of these
Rules, the term "electronic document” may be used
interchangeably with "electronic data message".

“EIl ectdat® miec s a gefer§ to information
generated, sent, received or stored by electronic, optical
or similar means

Source: A.M. No. 01-7-01-SC
(Ruleson ElectronicEvidence)



Electronic evidence is no different from
traditional evidence in that is necessary for
the party introducing it into legal proceedings,
to be able to demonstrate that it is no more
and no less than it was, when it came into
their possession. In other words, no changes,
deletions, additions or other alterations have
taken place.



Sources and Types of Electronic Evidence

Sources
- Any electronic device

- Computer systems can come in many different forms including desktops, laptops,
tower computers, rack-mounted systems, minicomputers, and, mainframe
computers. Other devices will commonly connect to these systems including
printers, scanners, routers, external hard drives and other storage devices as well
as docking stations (that allow multiple connections to be made%.

Types

— Static data (Dead Box)

— Live data (Memory & Servers)
— Internet data



Sources of Evidence

Desktop / Tower Laptop Mainframe



Sources of Evidence

Computer Hard Disk Computer Hard Disk Interior Solid State Disk



Sources of Evidence

: 7 SILICON POWER "
Lexar
Professional

Secure Digital Card (SD) Micro SD Card and Adaptor Compact Flash Card (CF)



On-going Development:

 Drafting of the Rules of Procedure to
be applied on Cybercrime Cases

* Drafting of the Guidelines on the
Investigation and Prosecution of
Cybercrime




