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INVESTIGATION AGENCIES
• The duty to investigate an offence in cyberspace is the
responsibility of the relevant enforcement agencies such as • the Royal Malaysian Police
• Malaysian Communications and Multimedia Commission (MCMC)
• the Custom and Excise Department
• the Securities Commission
• the Malaysian Anti-Corruption Commission and
• The Central Bank of Malaysia.

CYBERLAWS IN MALAYSIA
• Computer Crimes Act 1997
• Communication and Multimedia Act 1998
• Telemedicine Act 1997
• Personal Data Protection Act 2010
• Digital Signature Act 1997
• Electronic Commerce Act 2006
• Electronic Government Activities Act 2007.

OTHER RELATED LAWS
• Penal Code
• Sedition Act 1948
• Copy Right Act 1987
• Mutual legal Assistance in Criminal Matters Act 2002
• Arms Act 1960
• Security Offences (Special Measures) Act 2012

MAIN LAW
Communication and Multimedia Act 1998
• 11 parts.
• 282 Sections
• Some of the sections are in line with the provisons in
the Budapest Conventions.
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Section 231. Offence if use apparatus or device without authority.
Section 232. Fraudulent use of network facilities, network services, etc.
Section 233. Improper use of network facilities or network service, etc.
Section 234. Interception and disclosure of communications prohibited.
Section 235. Damage to network facilities, etc.
Section 236. Fraud and related activity in connection with access devices, etc.
Section 237. Prohibition on call back service.
Section 238. Emission from non-standard equipment or device.
Section 239. Unlawful use, possession or supply of non-standard equipment or
device.
Section 240. Offence for distributing or advertising any communications
equipment or device for interception of communication.
Section 241. Offence for giving false and misleading statement.
Section 242. General offence and penalty.
Section 243. Compounding of offences.
Section 244. Offences by body corporate.

Graphic artist fined RM20k for selling
obscene cartoons online
News Straits Times - May 19, 2016 @ 3:47pm
SEPANG: A graphic artist was fined RM20,000 in default five months’
jail by the Sessions Court here today for selling online obscene
cartoons on his website last year. He was charged under Section 233
(2)(a) of the Communications and Multimedia Act 1998, which carries
a maximum fine of RM50,000 or one year’s jail, or both upon
conviction.
Judge Harith Sham Mohamed Yasin imposed the fine on Yunus
Hasyim Yaakub, 29, after he pleaded guilty to the charge by using an
online site to provide obscene form of communication for commercial
purposes.

MAIN LAW

Computer Crimes Act 1997
• 3 parts.
• 12 sections.
• Some of the sections are in line with the provisons in
the Budapest Conventions.

• Section 3. Unauthorized access to computer material.
• Section 4. Unauthorized access with intent to commit or facilitate
commission of further offence.
• Section 5. Unauthorized modification of the contents of any
computer.
• Section 6. Wrongful communication.
• Section 7. Abetments and attempts punishable as offences.
• Section 8. Presumption.
• Section 9. Territorial scope of offences under this Act.
• Section 10. Powers of search, seizure and arrest.
• Section 11. Obstruction of search.
• Section 12. Prosecution

Enhanced sentences for couple who stole
from bank accounts of MH370 individuals
• KUALA LUMPUR The Star - Monday, 16 May 2016
• Nurshila HSBC Bank officer and her husband were accused of transferring
and withdrawing RM85,180 from 3 passengers and 1 crew who were
victims of the MH370 tragedy.
• The couple was charged under s. 379, 417,471 Penal Code and s. 4 (1) (a)
of the Computer Crimes Act. They pleaded guilty and Nurshila was
sentenced to six years imprisonment and her husband to six years’
imprisonment and a whipping for each charge after they pleaded guilty
to four counts of using a debit card and an ATM card to withdraw monies
from the victims’ bank account. Both appealed against the sentence.
• The High Court has dismissed their appeals and instead the enhanced the
sentences of the wife and her husband to seven years in prison and a
RM70,000 fine in default two years' jail and to six years imprisonment,
two strokes of the rotan and a fine of RM8,000 in default eight months'
jail.

CONCLUSION
From here, I can say that Malaysian Cyber law are largely in line with
the Budapest Convention.
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