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TERMS OF REFERENCE 
 

SUPPLY, DELIVERY, INSTALLATION, TESTING, COMMISSIONING, MAKE 
OPERATIONAL THE SIGNAL JAMMING SYSTEM FOR  

BUREAU OF CORRECTIONS 
 
 
1.0 BACKGROUND 

 
The Department of Justice (DOJ) and its constituent agencies derive their 
mandate, powers and functions from Executive Order No. 292 otherwise known 
as the Administrative Code of 1987 and their respective agency charters. 

 
As part of the Corrections and Restorative Justice Services involves the 
deterrence, restraint and rehabilitation of criminal offenders, and their eventual 
restoration. Safekeeping and rehabilitation of offenders, the Bureau of 
Corrections (BuCor) ensures that national prisoners serve their sentence and 
are rehabilitated while in custody to prepare them for reintegration into the 
mainstream society 
 
NBP Maximum Security Camp is a compound that houses not only death 
convicts and inmates sentenced to life imprisonment, but also those with 
multiple convictions, numerous pending cases and sentences of more than 
twenty (20) years. Located also beside the Maximum Security Camp is the 
Bulding 14, where high profile and high risk inmate are being confined. 
 

2.0 OBJECTIVE 
 
The Signal Jamming System aims to maintain complete control of the 
communications devices and prevent inmates from exploiting such devices 
within the New Bilibid Prison (NBP) facilities. The said system will have the a 
block, disrupt, interrupt, trace communications signal capabilities to  prevent 
unauthorized  devices from being utilize by inmates within the New Bilibid 
Prison (NBP) facilities. 

 
The Signal Jamming System will allow the corrections authorities to better 
monitor and manage their manpower by focusing their resources on “persons 
of interest”, increase productivity at the entry of prisons facilities as minimum 
supervision will be required. 
 
2.1 Implement stricter monitoring and control against personnel/visitors 

entering prison facilities carrying contrabands. 
2.2 Maintain complete control of the communications devices and prevent 

inmates from exploiting such devices within the New Bilibid Prison (NBP) 
facilities. 

2.3 Block, disrupt, interrupt, trace communications signal and devices from 
being utilize by inmates within the New Bilibid Prison (NBP) facilities. 

2.4 Enhancement of the Operation Center (OpCen) to accommodate the 
new and additional equipment of the Signal Jamming System and the 
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CCTV Surveillance System, and strict monitoring of personnel entering 
the office, among others. 

2.5 Provide an industrial grade power generator to ensure continuous 
operation of the Signal Jamming System, CCTV Surveillance System, 
the Operation Center and other concerned office. 
 
 

3.0 CONCEPTUAL FRAMEWORK 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.0 NETWORK STRUCTURE 
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5.0 SCOPE OF WORK 
 
5.1 Service provided shall supply, deliver, install, test, commission and make 

operational the Signal Jamming System, CCTV Surveillance System, 
Upgrade of the Operation Center, and industrial power generator for 
BuCor, including but not limited to software license, hardware equipment 
and required civil works 

 
5.1.1 Signal Jamming System 

5.1.1.1 Provide brand new, sophisticated and proven technology 
to block, disrupt, interrupt, trace communications signal 
and devices from being exploited/used by inmates within 
the compounds of NBP. 

5.1.1.2 Provide necessary software licenses and hardware 
equipment to implement a fully functioning and 
operational Signal Jamming System. 

5.1.1.3 Provide real-time monitoring of detected unauthorized 
communication devices. 

5.1.1.4 Block, disrupt, interrupt and trace communications signal 
and devices on the following locations; 
5.1.1.4.1 NBP Maximum, Medium and Minimum 

Security Camps 
5.1.1.4.2 NBP Building 14 

5.1.1.5 Provide historical data logging and documentation for 
analysis, reports and graphs. 

5.1.1.6 System be able to display alerts and alarms at the user 
workstation by access rights with detailed description of 
the nature and location of the alert/alarm. 

 
5.1.2 CCTV Surveillance System – to monitor the signal jamming 

antennas and its components from tampering or any untoward 
incident that may cause interruption on the operation of the signal 
jamming system. 

 
5.1.2.1 Provide a brand new software with license and 

hardware equipment to make operational a CCTV 
Surveillance System (i.e. Network Video Recorder, 
CCTV Cameras, among others). 

5.1.2.2 CCTV cameras shall be strategically located to monitor 
the signal jamming antennas and components from 
sabotage and/or distruction. 
 

5.1.3 Upgrade/enhancement of the Operation Center (OpCen) 
 
5.1.3.1 Shall upgrade/enhance OpCen to accommodate 

identified equipment (i.e. Signal Jamming System, 
CCTV Surveillance System, among others). 

5.1.3.2 Shall have an independent local area network (LAN) 
for the connection of the Signal Jamming System and 
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CCTV Surveillance System and other system 
components. 

5.1.3.3 Shall upgrade/enhance the door access control system 
of the office that can use fingerprint biometrics, access 
cards and/or access codes. 
 

5.1.4 Generator Set - to ensure continuous operation of the Signal 
Jamming System, CCTV Surveillance System and the Operation 
Center. 
 
5.1.4.1 Shall provide a brand new industrial power generator 

for the OpCen to accommodate identified equipment 
(i.e. Signal Jamming System, Turnstile Gate Access 
System and CCTV Surveillance System, among 
others). 
 

5.1.5 Structured Cabling – The Signal Jamming System, CCTV 
Surveillance System, Access Control and other components of 
the project shall have a separate local area network (LAN) to 
ensure system security. 

 
5.2 Provide required civil works and electrical installations for power source of 

all project components.  
5.3 The service provider shall ensure that all components of the project are 

working in accordance with each component functionality and operational 
capability. 

5.4 Provide comprehensive training for the end-users from BuCor for the 
operation and maintenance of all the project components of the Signal 
Jamming System, CCTV Surveillance System, Access Control, among 
others. 

5.5 The service provider shall provide BuCor – Operation Center at least two 
(2) technical personnel that will assist and provide technical support for 
the operation of the system for the duration of the warranty that will report 
to the office at least twice a week or as needed. 

5.6 Provide service maintenance for at least three (3) years that will 
commence upon the issuance of Certificate of Acceptance. 

 
6.0 TECHNICAL SPECIFICATIONS 

 
Technical specifications for the following Security Solution project component 
can be seen in the following attachments  

 
6.1 Annex A Signal Jamming System 
6.2 Annex B CCTV Surveillance System 
6.3 Annex C Upgrade of the Operation Center (OpCen) 
6.4 Annex D Generator Set 

 
7.0 TECHNICAL SUPPORT 

 
7.1 The service provider shall provide technical support via telephone/fax, 
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on-site assistance to resolve technical and other related problems. 
Resolution can be delivered in the form of telephone, electronic and/or 
on-site resolution. It shall refer to a condition wherein the reported 
problem is resolved by the Service provider to the satisfaction of the end 
user. 
 

7.2 Service provider must have a local technical support and maintenance 
office to provide required support and maintenance for the system. 

 
7.3 The service provider shall ensure that an on-site technical personnel 

shall always be available to provide technical support for BuCor and shall 
report to the Chief of OpCen and/or the Information Technology Center 
within three (3) hours upon received of request for support. 

 
7.4 Replacement of damage/inactive jamming antennas and other 

components (software and hardware) of the system shall be within five 
(5) hours from receipt of the report. 
 

8.0 TRAINING 
 
8.1 The service provided must provide a comprehensive training program to 

authorized personnel of the DOJ and BuCor that will be involved in the 
implementation and operation of Signal Jamming System, CCTV 
Surveillance System, Access Control, among others. The service provider 
shall provide training, not limited to the following aspects of the system; 

8.1.1 Operation of the system 
8.1.1.1 Features and functionalities 
8.1.1.2 Reports 

8.1.2 Equipment maintenance and manuals 
8.1.3 System maintenance and manuals 
8.1.4 User manuals for all project components 

 
8.2 Training/Technology transfer should be conducted before final project 

acceptance. 
 
8.3 All training expenses incurred during the training shall be 

borne/shouldered by the service provider, including training venue and 
meals for the participants. 

 
9.0 DOCUMENTATION 

 
9.1 The service provider shall submit for the approval of DOJ and BuCor an 

implementation/project plan before the start of project. 
9.2 The service provider shall submit as built plans as approved by the DOJ 

and BuCor. 
9.3 The service provider must provide user manuals for each project 

component, system manuals and technical materials of all equipment 
including its components. Complete documentation of hardware, 
software (licenses), utility and CDs must be provided including the 
inventory of components and serial numbers. 
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9.4 Submit timeline and activities in a Gnat Chart format for the approval of 
the DOJ. 

9.5 The service provider shall provide copies of all certificates and test 
results required throughout this Terms of Reference. This is to vouch for 
the quality and standards compliance of the proposed System and its 
components. 

9.6 Submit a weekly status report detailing the accomplishments, project 
risks and issues, and next tasks. 

9.7 Ensure all deliverables are submitted and completed on time. 
 

10.0 CONFIDENTIALITY OF INFORMATION 
 

The service provider shall comply with applicable provisions of RA No. 10173, 
otherwise known as the Data Privacy Act of 2012, Implementing Rules and 
Regulations, and issuances of the National Privacy Commission relating to security 
features of the system. 
 

10.1 The service provider agrees to hold Proprietary Information is strict 
confidence, furthermore agrees not to reproduce, transcribe, or disclose 
the Proprietary Information to third parties without the prior written 
approval of the Department of Justice and Bureau of Corrections 

10.2 To protect sensitive information, the service provider shall sign a Non-
Disclosure Agreement (NDA) to protect the data in the system. Likewise, 
all personnel and sub-contractor of the vendor that is involved in the 
project shall sign an NDA. 
 

11.0 SERVICE PROVIDER QUALIFICATIONS 
 

11.1 The service provider should have a proven track record with an 
experience in IT and Software Solutions, Information Systems and 
supply of ICT Equipment for at least ten (10) years in the Philippines. 
The bidder must submit their Company Profile and previous track record. 

11.2 The service provider must have done at least ten (10) System 
implementation projects and development of information 
systems  across government agencies in the Philippines and 
a deployment of ICT Equipment to at least one (1) agency in a "National 
Scale", with corresponding support and maintenance. Must provide 
Certificate of Project Completion and Acceptance  

11.3 Supervised by a Certified License Electronics and Communication 
Engineer 

11.4 Managed by a registered Project Management Institute (PMI). The 
service provider shall assign a licensed Project Manager (PM), license 
by Project Management Institute, Philippines Chapter or its equivalent 
 

12.0 TIME LINE FOR IMPLEMENTATION 
 
The supply, delivery, installation, testing, commissioning and make operational 
the signal jamming system for Bureau of Corrections (BuCor) shall be 
completed within six (6) months upon receipt of the Notice to Proceed. 
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13.0 WARRANTIES OF THE SERVICE PROVIDER 
 
13.1 The warranty period of three (3) years shall commence upon issuance 

of the Certificate of Acceptance. 
13.2 The service provider shall neither assign, transfer, pledge, nor 

subcontract any part or interest therein. 
13.3 The service provider warrants that it shall conform strictly with the terms 

and conditions of this Terms of Reference. 
 

14.0 SCHEDULE OF PAYMENTS 
 
14.1 Project mobilization and data gathering  10%  

14.1.1 Service provider shall submit for the approval of the DOJ and 
BuCor, the implementation/project plan. 
 

14.2 Hardware delivery     20%  
14.2.1 Shall submit a Delivery Receipt  
14.2.2 DOJ and BuCor shall conduct inspection of hardware delivered 

and if requirements are complied, will issue certificate of 
acceptance, as a requirement for billing 

 
14.3 Complete installation and Configuration  20%  

14.3.1 Shall submit a certificate of acceptance that the service provider 
has completed installation, configuration and operationalized all 
components of the project. 

14.3.2 DOJ and BuCor will conduct system testing and walkthrough to 
validate. 

 
14.4 Documentation     10%  

14.4.1 Shall submit technical documentation, schematics, diagram and 
as built plan for approval of DOJ 

14.4.2 Shall submit user manual and other required documents. 
 

14.5 Training      10%  
14.5.1 Shall submit schedule of training and topics to be discussed for 

the approval of DOJ and BuCor. 
14.5.2 Conduct Training of identified DOJ and BuCor personnel. 
14.5.3 DOJ and BuCor to issue certificate of training completion. 

 
14.6 Project Turn Over and completion   30%    

14.6.1 Shall submit a certificate of completion that the service provider 
that the all project components are completed 

14.6.2 DOJ will validate if all requirements have been met and delivered 
14.6.3 DOJ will issue Certificate of Project Acceptance/Completion. 
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ANNEX A – SIGNAL JAMMING SYSTEM 
 
Signal Jamming System shall have the following features and functionalities; 
1. Block, disrupt, interrupt, trace communications all available signal and devices 

within the covered range continuously and simultaneously.  
2. Minimized “spill over” of signal jamming to nearby community 
3. Shall have a scalable signal jamming capabilities to have flexibility in signal 

jamming. 
4. Graphical User Interface (GUI) capability to manage multiple jammers 

simultaneously. 
5. Shall have a built-in geographical information system (GIS) to provide the user 

with a map view of NBP Facility. 
6. Shall have the capability to monitor “up-time and down-time” of each signal 

jamming antenna/device.  
7. Shall have real-time monitoring of detected unauthorized devices within the 

range of the signal jamming system. 
8. Shall be able to display alerts and alarms at the users workstation by access 

rights with detailed description of the alert/alarm. 
9. Shall have a continuous communications check to all servers/equipment and 

various components connected to the network, via graphical screen. 
10. Shall have historical logging data and documentation using tables for analysis, 

graphs and repots. Must be able to produce reports on alerts/alarms by a range 
of date, equipment name, among others. 

11. Shall be able to organize multiple user groups and access rights. 
12. Shall have an audit trail capability to monitor system logs and access.  
13. Shall have the capability to be managed, control and monitor signal jammer 

antennas simultaneously by a desktop computer on-site and off-site and 
independently of each other. 

14. Communication between each signal jamming system and the desktop computer 
that controls/monitors it should support a secured communication with at least or 
better than of the following: TLS 1.2, hardware AES-256, and RSA-2048 in case 
of key exchanges. 

15. Each side of the secure communication mentioned in 6.5 must never agree to 
protocol downgrade request. 

16. Shall be able to create a profile of detected mobile communication devices. 

 
17. Mobile Communication Device Tracing Capability 

17.1 Shall be able to detect and trace all mobile communication device within 
the coverage of the Signal Jamming System, done automatically. 

Note: 
o These are the authentication/encryption/data integrity/secure key 

distribution protocols. 
o AES is a standard encryption protocols 
o TLS is a standard protocol to exchange information between sides that 

uses other protocols to achieve its goal 
o RSA itself is non symmetric algorithm, and it uses in our implementation a 

2048 bits key (considered very secure) 
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17.2 Shall be able to accurately pinpoint the device within at least 5 feet or 
less the actual location. 

17.3 Must be able to support multi-language SMS (text message) format. 
17.4 Must not disrupt normal operation of the network and can’t be detected. 
17.5 Shall be able to record and keep the IMEI (International Mobile 

Equipment Identity), IMSI (International Mobile Subscriber Identity) and 
SIM (Subscriber Identification Module) of the detected mobile 
communication device. 

17.6 Must be able to automatically generate graphs of target IMEI and IMSI 
connections. 

17.7 Must support real-time decoding of communication sessions, with 0.05 
seconds sessions key cracking time and 99% rate of decoding. 

17.8 Should support analysing radio electronic environment, detecting 
functioning base station, auto mapping and channels. 

17.9 Shall be able to store and reproduce communications (i.e. voice, text 
messages, among others). 

17.10  Should support encryption for backup (i.e. CD, external storage 
devices) 

 
18. Monitoring Capabilities 

18.1 Allows monitoring of active communications devices within various 
locations of the prison facility mentioned in item 3.4. 

18.2   Shall have the capability to provide the end-user via GUI the status of 
each installed jamming antenna (warning sent to the end-user via GUI, 
as described in the next sections). 

18.3 Allows measurement of temperature at the last power amplifier stage 
(it is the one that handles the highest power) and displaying it to the 
end-user via GUI.   

18.4 In case the temperature of the last power amplifier stage exceeded a 
predefined threshold, a warning should be sent to the end-user via GUI. 

18.5 Allows measurement of forward power delivered to the antenna and 
displaying it to the end-user via GUI   

18.6 Allows measurement of reflected powered delivered back from the 
antenna and displaying it to the end-user via GUI 

18.7 In case the reflected power from the antenna exceeded a predefined 
threshold, a warning should be sent to the end-user via GUI. 

18.8 In case of no communication between the GUI and the jamming 
system, indication should be given to the end-user via GUI 

18.9 In case of a tamper alert detection, alert should be sent to the end-user 
via GUI. 

18.10 Each jamming system should support at least 6 tampers alerts. 
 

19. Jamming Antennas 
19.1 Shall be weather and tamper proof 
19.2 Shall have a high gain directional and omni directional capabilities 
19.3 Channel output power can be individually reduced from peak power in 

a controlled manner using a graphical user interface (GUI) with at least 
127 levels.   

19.4 The service provider shall have on standby unit for signal jamming 
antenna of at least two (2) units for replacement. 
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19.5 Shall be connected into a single antenna that is able to support all 
required frequency bands that are needed to be 
blocked/disrupt/interrupt as well as required output power. 

19.6 At least 16 communication signal channel can be jammed 
19.7 Must have at least _____ jamming radius in each antenna  

 
20. Signal Jamming Server Minimum Requirement 

 
Processor  Intel Xeon E5-2600  Dual Processor or latest/higher 

version  
Memory At least 128GB DDR4 
Hard Disk At least 2TB SAS 
Network adopters At least 2 RJ45 port supports up to 10Gbps 

At least 2 RJ45 port supports up to 1Gbps 
At least 2 SFP port supports up to 10Gbps 

Power supply Redundant hot swappable  
Form factor 2U or 1U Rack mountable 
UPS At least 5000 VA, Rack mountable 
Operating System Windows Server 2016 (Data Center Editions) Not in-

stalled 
Other requirements Must be globally know brand 

Must have power monitoring down to individual com-
ponents and subsystems 

Accessories  Must provide 1 units KVM switch with complete ac-
cessories (cable and connectors to accommodate 4 
servers, monitor, mouse and keyboard) 
Must provide 1 unit Full Server Rack 

- Must be able to accommodate the number of 
servers and UPS units 

- 7 Feet 

- Plexiglas front door with lock and key 

- Plexiglas back door with lock and key 

- Detachable side panel with lock and proper 
ventilation 

- With vertical power strip 8 outlets, 3 prong, 
220v, 20amps, fuse capacity 

- With at least 5 units exhaust fans at the top 
panel 

- Adjustable mounting railings 

- Power coated; Black 
 

21. Signal Jamming Monitoring Workstations Minimum Requirement 
 

Pre-installed with the latest proprietary operating system (Professional), anti-
virus for three (3) years.  
Processor Intel Core i5 7th Gen.  3.0GHz  

or higher – Passmark: 6500 or higher 
Memory 8GB DDR4 or higher 
Hard drive SATA 1TB 
Built-in Sound, Video, and Ethernet Card  
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VGA and HDMI Rear Input/Output connectors (bracket): HDMI+VGA 
Monitor  
a. 42.inches LED, anti-glare 
b. Aspect Ratio: Widescreen (16:9) 
c. Optimal Resolution: Full HD resolution, 1920 x 1080 at 60 Hz 
d. Viewing Angle: (178° vertical / 178° horizontal) 

USB Keyboard: Must be of the same brand 
USB Optical Mouse: Must be of the same brand 
Wifi/wireless Connectivity IEEE 802.11 a/b/g/n/ac 
Uninterruptable Power Supply (UPS)  

a. LED light display 
b. At least 3 KVA 
c. Provides full sequence battery testing, 
d. With lightning and surge protection, 
e. Auto- sense 10M/100M Ethernet, 
f. With at least 3 output cables, 
g. Resettable circuit breaker; 
h. Sealed/no spillage/maintenance free lead acid battery 

Desktop Computer Warranty: 3 years parts/labor/services 
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ANNEX B – CCTV SURVEILLANCE SYSTEM 
 
The Closed Circuit Television (CCTV) Surveillance System is a technology that will 
support and improve security and monitoring within the facilities of the New Bilibid 
Prison of the Bureau of Corrections (BuCor). 
 
1. Network Video Recorder 
 

Provide a Standalone Network Video Recorder with features and 
characteristics as follows: 
Features 

1. The Standalone NVR included the following recording, control, and 
interface functions: 

2. Minimum of sixty (60) days retention on continuous recording. 

3. Provide a Network Attached Storage for an additional 60 days video 
retention. 

4. At least Dual-core embedded processor with embedded operating system. 

5. Manage up to 64 IP cameras or video encoders 

6. Support H.264/MPEG-4/MJPEG compression formats up to 4-Megapixel 
resolution 

7. Live view with 1, 2, 4, 6, 8, 9, 10, 16, 25, 32 window layouts 

8. HDD Bay for 8 SATA disks (total up to 32 TB) 

9. Maximum video resolution of 1920x1080 

10. Maximum total recording throughput: at least 185 Mbps 

11. Must have at least 64 channel with 1080p real time live view 

12. Schedule, event triggered and manual recording 

13. Time and event based search 

14. Playback with 1x-500x speeds with AVI/MP4 video export function 

15. Must have a playback features: Play, Pause, Stop, Rewind, Fast Play, 
Slow Play, Next File, Previous File, Net Camera, Previous Camera, Full 
Screen, Repeat, Shuffle, Back up selection, Digital zoom. 

16. Event management with motion detection and DI/DO 

17. Two-way audio 

18. Unlimited number of remote clients using web browser 

19. Back up mode – USB Device, SATA Device, Internal SATA Burner, 
Network storage. 

20. Can accommodate at least 20 Users or more. 

21. 3 years warranty 
 

Live View Functions 

1 Maximum Number of Cameras: 64 cameras. 

2 Display Layout Mode: 1, 2, 4, 5, 6, 8, 9, 10, 16, 25, 32 windows. 

3 Layout Manager: An interface to define display layout and the pre-set 
cameras within layouts; full-screen mode available 

4 Layout Tour: Automatic switch between different display layouts 

5 Digital Zoom: Zoom in/out digitally by PIP (Picture-in-Picture) Camera 
Zoom at least 3x capability 
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5.1 Camera Tree: Drag and drop video source from camera tree into 
display layout 

5.2 Event Panel: Display event status upon alarm or upon connection 
loss or recovery between server and client or when the allocated 
disk space is full 

5.3 Manual Recording: instant recording upon mouse click 

5.4 Instant Playback: Pop-up window shows the instant playback video 

5.5 Take Snapshots: Provide for copying a snapshot of the “Live View” 
to your clipboard. 

5.6 Digital Output: Manually start and end digital output from the 
device. 

 
Pan Tilt Zoom Control Functions 

1. Preset Point and Tours: Create preset points; create auto tours between 
preset points. Activate NVR preset points or auto tours between preset 
points 

1.1 Number of Preset Points: 32 

1.2 Joystick: USB based joystick supported 
 
Recording Functions 

1. Schedule Recording: Provide recording of video with user-defined 
schedule and time period. The 24x7 scheduler allow individual cameras to 
be configured in 10 minutes increments. 

2. Event Recording: Record video when the alarm event is triggered, 
including the pre-event buffered video clip. 

3. Alarm Recording: Provide recording of video when a input event is 
triggered. 

4. Motion Recording: Provide recording of video when motion detected. 

5. User defined Recording: Provide user-defined recording time period to 
record video before the occurrence of an event. 

6. Buffer less Recording: Event recording without pre-buffered video clip; no 
streaming in normal mode; saves bandwidth. 

7. Manual Recording: Instant recording upon mouse click 

8. Recording Frame Rate: Maximum 192 Mbps total; Maximum 30 fps per 
camera. 

9. Recording throughput: Maximum 256 Mbps 

10. Recording Format: standard MPEG-4/H.264/MJPEG video compression 
format. 

11. Export Recording: allow the standalone server to export the video clips to 
a user-defined path or remote PC or store them on DVD media through 
an external burner in AVI Files (*.avi) or MP4 format.    

 
Storage Manager Functions / Data Recovery 

1. Interface: Serial ATA (SATA) 

2. Number of Drives: Maximum 8 disks 

3. RAID Level: RAID 0, 1, 5, 10. 

4. Max Storage of Compatible HDD: 32TB 

5. CCTV video recording retention: 60 days 
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Search Functions 

1. Time Based Video Search: Search video recordings by time, channel or 
bookmark 

2. Event Based Video Search: Search alarm triggered video recordings 

3. Activity and Status log Search: Search for log of video loss/recovery, 
network disconnect/reconnect, alarm events, user activity; export of all 
logs 

 
Playback Functions 

1. Playback Control: Forward and backward playback with speeds 1x-500x; 
pause; stop. 

2. Synchronized Playback: Provide for 4 channels of synchronized playback 
at the same time. 

3. Manual Snapshot: Create snapshot from playback for export 

4. Digital Zoom: Zoom in/out digitally by PIP (Picture-In-Picture) 

5. Video Cropping: Crop a short video clip from long recording file and save 
it as an independent file 

6. Video Export: Export video clips in AVI format; text overlay supported 
 

Event Management 

1. Event Trigger: Video motion detection; External device through digital 
input; Video loss and recovery; Network loss and recovery. 

2. Event Response: Record Video; Play alert beep; Activate external device 
through digital output; Upload snapshot to FTP server; E-mail notification 
with snapshots; Event logging 

 
System Functions 

1. Permission Control : Unlimited number of users, multi-level permission, 
camera group permission for different users 

2. Data Backup and Restore: Provide capability to perform configuration 
backup and restore via remote PC or by external DVD drive(optional) 

3. Operation System: Embedded Linux or Windows 

4. System Status Monitor: Real time status reports on remote browser 

5. Language: Multi-language support 
 
Remote Access System Requirement 

1. Remote Client PC Web Browser: Microsoft Internet Explorer 8.0 or 9.0 or 
any compatible version with live view, PTZ, playback, setup or other well-
known web browser. 

2. Remote Client PC Operation System: 32/64 bit system for Windows 10, 
Windows 7, Windows Server 2008, Windows Server 2003, Windows Vista, 
Windows XP, or any latest version of operating system 

3. Remote Client PC Hardware system requirement: For 1-32 channels: 

3.1. CPU: Intel i7 3.4GHz 32/64-bit 

3.2. Memory: 8 GB RAM 
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4. Mobile Client Program: Mobile device application (MobileGo!) supporting 
live view, NVR layouts, PTZ control, event or time based search and 
playback. 

5. Mobile Client supported devices: iPhone, iPad, iPod; Android devices. 
 
Network 

1. Ethernet Port: 2 ports, Ethernet (1000 Base-T), RJ-45 connector. 

2. Protocol: TCP, UDP, IPv4, IPv6, HTTP, HTTPS, DHCP, RTP, RTSP, FTP, 
SMTP, DNS, NTP, ICMP, ARP, UPNP, Bonjour. 

 
USB 

1. Version: USB 2.0 

2. Ports: 6 ports 
 

Connectors 

1. Local Display:1, VGA DE-15 

2. Mouse: 1, PS/2 or USB 

3. Keyboard: 1, PS/2 or USB 

4. Audio: 3, 3.5 mm Phone Jack 
 

Monitor  
1. Aspect Ratio: Widescreen (16:9) 

2. At least 43” Diagonal with Aspect Ratio 16:9 

3. With IPS Panel Technology or equivalent 

4. Must have at least Connectivity Input Digital HDMI, DVI-D, Analog (RGB) 

5. Must have at least Audio In/Out – USB External Control, IR Receiver, 
RJ45, HDTV Format, Audio Out, Extended Speaker Out, RS232 

 
Power Requirements 

1. AC Power : 110 ~ 220 VAC±10%, 50/60Hz 

2. Power Consumption : 350W   
 

Uninterruptable Power Supply (UPS) 

1. Rack Mountable 

2. LED light display 

3. At least 3KVA; 

4. Provides full sequence battery testing, 

5. With lightning and surge protection, 

6. Auto- sense 10M/100M Ethernet, 

7. With at least 3 output cables, 

8. Resettable circuit breaker; 

9. Sealed/no spillage/maintenance free lead acid battery 

10. With at least 5 year life time; ISO Certified. 
 

Accessories 

1. Keyboard 

2. Mouse 
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PTZ Camera 
Provide fifteen (15) additional brand new units PTZ CCTV IP Camera compatible with 
the proposed NVR and existing CCTV Cameras with features and characteristics as 
follows: 

1. Imaging Sensor: 4MP Full HD Progressive Scan CMOS 

2. Sensor Size: 1/3 inch (4.8 x 3.6 mm). 

3. Minimum Scene Illumination: Color: 0.5 Lux at F1.0 (30 IRE, 2400 º K) 

4. Black and White: 0 Lux (IR LED on). 

5. Lens, Focal Length: Vari-focal, f3.3 -12 mm / F1.6. 

6. Iris: Fixed iris 

7. Focus: Manual focus / Auto 

8. User Account up to 20 users 

9. Weatherproof  

10. Audio Compression G.677a / G.711u / ACC   

11. Compression: H.264/MPEG-4 SP/MJPEG 
 
Day/ Night Watching 

1. Color to B/W switch: CDS sensor based switch, configurable / DSP based 
switch, configurable 

2. Mechanical IR Cut filter: Yes 

3. S/N Ratio More than 50dB 

4. ICR Auto(ICR) / Color / B / W 

5. IR Working Distance: 30 m (0 lux, 30 IRE, Max Exposure Gain) 
 

Functions 

1. Wide dynamic range 

2. Video Adjustment:  Brightness/Saturation/Contrast/Sharpness 

3. Automatic Gain Control 

4. Auto Exposure Control: Auto/manual. 

5. Flickerless 

6. Image Orientation: Image Flip / Image Mirror 

7. Privacy Mask: 4 configurable regions 

8. Text Overlay: User defined text on video 

9. Alarm: Video motion detection: Up to 3 motion regions, each region has 
adjustable sensitivity and trigger threshold 

10. Alarm Response: 
10.1 Notify control center 
10.2 Change camera settings 
10.3 Command other devices 
10.4 E-mail notification with snapshots 
10.5 Upload video, snapshot to FTP server 
10.6 Activate external device through digital output 

 
Maximum Image Frame Rate 

1. 20 fps at 2688 x 1520 / 2560 x 1440 

2. 25 fps at 1920 x 1080 

3. 26 fps at 1280 x 720 

4. 30 fps at CIF 
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5. 30 fps at DI 

5.1 Bit Rate: 28Kbps – 6Mbps per stream; Support Constant and 
Variable Bit Rate Mode. 

5.2 Multi-Stream: Simultaneous dual streams based on two 
configurations. 

5.3 Audio 

5.3.1 Compression: 8kHz, Mono, PCM, minimum 16 bit encoding. 

5.3.2 Audio Input: 1 channel 

5.3.3 Audio Output: 1 channel 

1. External Input: Reset button for reset to factory default settings. 
 

Network 

1. Ethernet Port: 1, Ethernet (10/100Base-T) via RJ-45 connector. 

2. Protocol: TCP, UDP, HTTP, HTTPS, DHCP, PPPoE, RTP, RTSP, IPv6, 
DNS, DDNS, NTP, ICMP, ARP, IGMP, SMTP, FTP, UPnP, SNMP, Bonjour, 
ONVIF, PSIA 

3. Security: IP address filtering; HTTPS encryption; Password protected user 
levels; IEEE 802.1X network access control. 

 
Integration 

1. ISV Integration: Software Development Kit (SDK) available. 

2. Same Brand with NVR: Fully compatible with Proposed NVR 

3. Firmware Access Browser: Microsoft Internet Explorer 6.0 or newer versions 
or other compatible browsers 

 
Power Source / Consumption 

1. DC Power : 12 VDC  / 7.5 W (IR on) 

2. PoE : PoE Class 3 (IEEE802.3af) 
 

Mount Type 

1. Surface, Flush, Wall, Pendant, Pole, Corner 
 

Warranty 
Three (3) years on support and technical services 

 
 

Warranty 
Three (3) years on support and technical services 

 
CCTV Monitoring Workstation Minimum Requirement 

1. Pre-installed with the latest proprietary operating system (Professional), anti-virus 
for three (3) years.  

2. Processor : Intel Core i5 7th Gen.  3.0GHz or higher – Passmark: 6500 or higher 

3. Memory  8GB DDR4 or higher 

4. Hard drive SATA 1TB 

5. Built-in Sound, Video, and Ethernet Card  

6. VGA and HDMI Rear Input/Output connectors (bracket): HDMI+VGA 

7. Monitor  
7.1 42.inches LED, anti-glare 
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7.2 Aspect Ratio: Widescreen (16:9) 
7.3 Optimal Resolution: Full HD resolution, 1920 x 1080 at 60 Hz 
7.4 Viewing Angle: (178° vertical / 178° horizontal) 

8. USB Keyboard: Must be of the same brand 

9. USB Optical Mouse: Must be of the same brand 

10. Wifi/wireless Connectivity IEEE 802.11 a/b/g/n/ac 

11. Uninterruptable Power Supply (UPS)  
11.1 LED light display 
11.2 At least 3 KVA 
11.3 Provides full sequence battery testing, 
11.4 With lightning and surge protection, 
11.5 Auto- sense 10M/100M Ethernet, 
11.6 With at least 3 output cables, 
11.7 Resettable circuit breaker; 
11.8 Sealed/no spillage/maintenance free lead acid battery 

12. Desktop Computer Warranty: 3 years parts/labor/services 
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ANNEX C – UPGRADE OF OPERATION CENTER (OPCEN) 
 
In order for the existing Operation Center (OpCen) to accommodate the Signal 
Jamming and CCTV Surveillance System and other project components, the following 
shall be installed to upgrade the OpCen; 
 

1. Upgrade/enhance the existing door access control of the OpCen. 

2. Connect all OpCen power requirements to the industrial generator set to ensure 
that all equipment of the office will function in an event of electrical failure and/or 
disruption. 

3. Provide electrical line and outlets for the Servers and Monitoring Stations for the 
Signal Jamming System and the CCTV Surveillance System. 

4. Re-locate all wall mounted monitors (Monitoring Workstation) for the Signal 
Jamming System and the CCTV Surveillance System. The existing video wall 
shall also be re-located as specified in the attached technical design. 

5. Provide suitable and customized desk area that is appropriate for the operation 
of the Signal Jamming and CCTV Surveillance System. 

6. Provide suitable, appropriate and comfortable office chair for system operators. 

7. Provide a brand new precision air conditioning unit (PACU) for the OpCen. An 
adequate cooling system is necessary for the reason that the office is operating 
and maintaining equipment 24/7, prevents equipment from overheating. 
 

8. Initial design for the enhancement of the Operation Center 
 

8.1 Top View 
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8.2 Front View 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

8.3 Side View 
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9. Technical Specification 
9.1 Precision air conditioning unit (PACU). 

9.1.1 PACU solution must adapt on the limited space of the OpCen but can still 
deliver and provide the required precise cooling, humidity and controls 

9.1.2 Proposed PACU must be inRow type with 18kW minimum Gross Sensible 
Capacity 

9.1.3 Must have Digital Scroll (or equivalent) Compressor with variable 
modulation capacity from 30-100% of full capacity to save on electricity 

consumption 
9.1.4 Must be compatible to R410A refrigerant 
9.1.5 Shall have an SHR of 1.0 
9.1.6 With variable speed EC Fans and shall have 25% extra fan capacity for 

emergency 
9.1.7 With Electronic Expansion Valve (EEV) 
9.1.8 Internal Return Air Temp/Hum & Supply Air Temp sensor 
9.1.9 Condensate Pump 
9.1.10 G4 (AS1324.2) metal frame air filters w/clogged filter alarm 
9.1.11 With humidifier, 1-stage reheat and air baffle 
9.1.12 Can be remotely monitored and can communicate with the other PACU 

unit for timed operation 
9.1.13 System/Network Setup: Menu shall allow Unit-to-Unit (U2U) 

communication and setup for teamwork modes of operation  
9.1.14 Bidder must conduct site survey to include Electro-mechanical works  
9.1.15 Units are designed to interact to communicate with SNMP ‐ TCP/IP 

protocols  
9.1.16 Must provide a separate electrical line to accommodate electrical 

requirements of the PACU 
 

9.2 Access Control System 
9.2.1 Provide brand new door access control management system with 

software licenses and hardware component. 
9.2.2 Install door access control at the OpCen main entrance and 

Monitoring Room entrance. 
9.2.3 Configure software that shall allow the use of the following as access 

in the OpCen; 
9.2.3.1 Fingerprint 
9.2.3.2 Access Card 
9.2.3.3 Pin Code 
9.2.3.4 Combination of all access control (i.e. Pin Code and Access 

Card, Access Card and Fingerprint, Fingerprint and Pin 
Code) 

9.2.4 Shall be able to record authorized personnel details (i.e. given name, 
middle name, last name, contact information, time in, time out, per-
son/office). 

9.2.5 Shall be able to generate reports via date range  
9.2.5.1 Employee Name, time in and time out 
9.2.5.2 Office Name, time in, time out, Employee Name 

9.2.6 Management Workstation  

9.2.6.1 Pre-installed with the latest operating system, anti-virus for 

three (3) years, office productivity (standard edition) soft-
ware with necessary licenses.  
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9.2.6.2 Processor: Intel i7 at least 3.4MHz 

9.2.6.3 Memory: 8GB or higher 

9.2.6.4 Hard drive: SATA 1TB 

9.2.6.5 Built-in Sound, Video, and Ethernet Card 

9.2.6.6 Built-in Wifi 
9.2.6.7 High resolution digital web-camera 

9.2.6.8 Monitor  

ii. 23 inches (23-inch wide viewable image size) 
iii. Aspect Ratio: Widescreen (16:9) 

iv. Panel Type, Surface: Anti-glare with hard coat 3H 
v. Optimal Resolution: Full HD resolution, 1920 x 1080 

at 60 Hz 
vi. Viewing Angle : (178° vertical / 178° horizontal) 
vii. LED 

viii. USB Keyboard: Must be of the same brand as the 
server, QWERTY 

ix. USB Optical Mouse: Must be of the same brand as 
the server 

9.2.6.9 Uninterruptable Power Supply (UPS) for Management 
Workstation 
LED light display 
At least 1.5 KVA for IDF and 3KVA for MDF;  
Provides full sequence battery testing,  
With lightning and surge protection, 
Auto- sense 10M/100M Ethernet,  
With at least 3 output cables,  
Resettable circuit breaker;  
Sealed/no spillage/maintenance free lead acid battery  
ISO Certified.  
At least 3KVA;  
Provides full sequence battery testing,  
With lightning and surge protection, 
Auto- sense 10M/100M Ethernet,  
With at least 3 output cables,  
Resettable circuit breaker;  
Sealed/no spillage/maintenance free lead acid battery  
ISO Certified.  
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ANNEX D – GENERATOR SET 
 
To ensure continuous operation of the Signal Jamming System, CCTV Surveillance 
System and the Operation Center a new and branded generator set is necessary. 
 
1 unit Generator Set shall have the following as the minimum requirement 
 

Motor/Fuel Type Diesel 

Portability Mobile 

Enclosure  Weatherproof Enclosure 

Horse Power At Least 675 

Minimum Rating 50.kVA 

Maximum Rating At least 100 kVA 

Voltage  At least 110 to 480 Volts 

Speed At least 1500 RPM 

 
 


