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All concerned 

SUBJECT 	CYBER-SAFETY PRECAUTIONS 

DATE 	 10 August 2016 

In view of the Department's efforts to improve and secure the 
information and communications technology (Id) resources of the 
Department, including its constituent and attached agencies, which serves as 
a tool for all Department personnel to perform their daily tasks with ease, the 
following are safety precautions to avoid cyber threats and attacks: 

Be wary of unsolicited emails, even from people you know — Emails 
may look like it came from your boss, accounting division, or family 
members doesn't mean that it did. Many viruses can "spoof' the return 
address, making it look like the message came from someone else. As 
much as possible, check with the person who supposedly sent the 
message to make sure it's legitimate before opening any attachments. 
This includes email messages that appear to be from your system 
administrator or service provider and claim to include patches or anti-
virus software. System administrators and service providers do not 
send patches or software via email. 

Don't click on links in emails — even if they look legitimate. Hover 
over the link to verify if it directs to the correct site. It is recommended 
to manually navigate to the website itself and log in directly than using 
the provided URL. 

Be wary of downloading email attachments. The easiest way to 
infect a device with malware is to download email attachments. Most 
web based mail clients will scan attachments to let you know if they 
are safe, but this isn't accurate. When an attachment is downloaded, 
make sure to scan it with an antivirus software before opening. If the 
file extension doesn't correspond to the intended file, do not open it as 



software before opening. If the file extension doesn't correspond to the intended 
file, do not open it as some malware can be disguised as "Document.pdf.exe". 
Refrain from opening or downloading ".exe", ".bat", or ".vbs" attachments. 

Keep software up to date — Install software updates to patch known problems 
or vulnerabilities. Many operating systems and Anti-Virus Software offer automatic 
updates. 

Turn off the option to automatically download attachments — To simplify 
the process of reading email, many email programs offer the feature to 
automatically download attachments. Check your settings to see if your software 
offers the option, and make sure to disable it. 

Consider creating separate accounts on your computer — Most operating 
systems provide the option of creating multiple user accounts with different 
privileges. Consider reading emails on an account with restricted privileges. Most 
malicious software need "administrator" privileges to infect a computer. 

Be cautious of what you post online —"Think before you click". Do not provide 
personal or sensitive information unless you are certain of a person's authority to 
have the information. Make sure you fully understand your postings online, 
including geolocation of your photo, sensitive or identifying information in the 
background of a photo, etc. 

Don't pick up or use random USB storage device. One of the techniques of 
hackers is to leave infected USD drives, CDs, or other media and wait for someone 
to pick it up and insert it into their computers. 

Have different passwords for different accounts. The reason is to avoid all 
accounts being compromised. 

Never give your password to anyone. Not even to a friend, boss, family 
member, or person claiming to be from help desk saying that your mailbox is full 
or for system maintenance. System administrators, particularly the Management 
Information Systems Division (MISD) will never ask for your username, password, 
and other personal details (e.g. birthdate, pin, etc.) 

Strengthen your password. Never use easy passwords such as your birthdate, 
"password", "123456", etc. Create unique passwords that that use a combination 
of words, numbers, symbols, and both upper- and lower-case letters, and change 
them regularly. Some of the easiest-to-remember passwords aren't words at all 
but collections of words that form a phrase or sentence (e.g. nu3p$@ybD = "never 
use easy passwords such as your birthdate"). 
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12. Do not access sensitive information including work related materials 
using public Wi-Fi. The open nature of the network allows for "sniffing" or 
"snooping", the network could be full of compromised machines, or the hotspot 
itself could be malicious. 

Please immediately report any suspicious online activity to the respective 
Management Information Systems Division (MISD), Information and Communications 
Technology Division (ICTD), or its equivalent, of the agency concerned. 

Further, all officials/employees are reminded to strictly observe the DO] ICT 
Policy on the proper usage of ICT Resources under Department Circular No. 041, 
dated 08 May 2013. 

For information and guidance. 
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